(GFPKIPA

Federal Public Key Infrastructure Policy Authority

COMMON Certificate Policy Change Proposal Number: 2013-02

To: Federal PKI Policy Authority (FPKIPA)
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Subject: Proposed modifications to the COMMON Certificate Policy
Date: November 4, 2013
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Change Advocate’s Contact Information:

Name: Darlene Gore

Organization: Federal PKI Management Authority
Telephone number: 703-306-6109

E-mail address: darlene.gore@gsa.gov

Organization requesting change: FPKI Certificate Policy Working Group
Change summary: Remove SHA-1 policies from Common Policy CP.

Background: The SHA-1 certificate policies were added to the Common Policy CP as a
transition mechanism to allow more time for federal agencies to fully transition off the
SHA-1 algorithm. These policies were only to be used by agencies that were not able to
meet the NIST guidelines for transitioning to SHA-2 by 12/31/2013.

Although some agencies may still rely on SHA-1 beyond the 12/31/2013 deadline, in
order to be very clear that SHA-1 is no longer permitted in support of Personal Identify
Verification (P1V) cards and the Federal Common Policy, all mention of SHA-1
certificate policies will be move to the Federal Bridge CP and only permitted via a
mapped relationship with the FPKI.

Specific Changes:

Insertions are underlined, deletions are in strikethrough:

Forward, 1 Introduction, 2 Document Name and Identification, 1.3.1.3 FPKI
Management Authority (FPKIMA), 1.4.1 Appropriate Certificate Uses, 7.1.6 Certificate
Policy Object Identifier, and 7.2 CRL Profile



FOREWARD:
.. There are-twe is one Certification Authoritiesy associated with the Common Policy

Framework: The Federal Common Policy Root CA and-the- SHA-1Federal-Root-CA.

1. INTRODUCTION

The use of SHA-1 to create dlgltal S|gnatures is not allowed under Common Pollcv after
12/31/2013 depreca aRLary o




1.3.1.3 FPKI Management Authority (FPKIMA)

The FPKIMA is the organization that operates and maintains the Common Policy Root CA
and-the- SHA-1 Federal-Roet-CA on behalf of the U.S. Government, subject to the direction

of the FPKIPA Meﬁhe—#eqmremen%sieﬁhe&%FedemLRee%@A&m—rdeﬂue&Hﬁhe

7.2 CRL PROFILE

CRLs issued by a CA under this CP-the-id-fpki-SHAL-authenticationd-fpki-SHAL-
eardAufeh—eHd—fpkl—SHAi—haFdwareLpel-rey shaII conform to the CRL proflle specmed in
[CCP PROF] m




Delta Mapping: Not Applicable

Estimated Cost:

There is no cost expected to implement this change, since all federal agencies operating
strictly under Common Policy should already have transitioned off SHA-1.

Implementation Date: After FPKIPA Approval

Prerequisites for Adoption:

Modification to the FBCA CP to move all required SHA-1 policy definitions to the
FBCA CP.

Plan to Meet Prerequisites:
FBCA CP change proposal submitted at the same time.

Approval and Coordination Dates:

Date presented to CPWG: 11/7/2013
Date presented to FPKIPA: 11/17/13
Date of approval by FPKIPA: 12/2/13



